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1.0verview

Ai 9 Mobile & Tower CDR Analyzero is a windc
and developed for Analysis of the Call Detail Records (CDR) and Tower Dump Data.

This Application is being used by several investigation agencies and departments like
NIA(National Investigation agency), SIB(Special Investigation Branch), CCP(Cyber

Crime Police), Task force, SOT(Special Operation Team), CID(Central Investigation
Department), Coust Intelligence Cell and CBI(Central Bureau of Investigation)..

This Software plays an important role in analyzing Mobile CDRs, Tower Dumps,

linking with social sites data, SDR data, etc., resulting the effective way of
investigating crimes, tracking ardktection of suspected mobile numbers. Overall it
significantly accelerates the policing activities and helps in detecting thegcecky.
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2.SystemRequirements:

[1 OperatingSystem
1 Hard Disk
1 RAM

1 Processor
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WindowsXP/7/8/10
500GB

2GB

i3, i5,i7
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3.Log In

Open t he AfdpMbbileaadtTonerrCORARIN@ 1 yzer o

Enter the valid Credentials (User Name &assword)

Select the Check Box to remember the User Name and Password for the next
time login.

Click on Log In Buttorto proceed.

r

— - T _— [ _—_—=— ¥
# 19 LogIn e

,}’Q‘ Ver: 1.2018.0523

i9
Mobile and Tower
CDR Analysis

User Name:
Password:

. Remember Username/Password

Fig 1: Log In Window
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4.DashBoard

i9 Mobile and Tower CDR Analysis

Ver: 1.2018.0722

< E=]E3

Import  Delete  Suspect Group  SOR & NetworkInfo ~ Update Software  Settings  Others  Themes  Exit
1 Dashboard
CDR's Tower Dump's Crime No's Suspect Groups
2CDR>
3IPDR >
_ 5 Abstract Reports and . || Suspect Mobile/IMEI
4 Tower Dump > ‘ CDRs | Mapping ‘ ‘ Summary | ‘ ‘General Reports || Tower Dump's | Filters | ‘ Other State 5 7 ‘ Crime Nos Groups
Search Search Search Search
5 Search > 6281901295 A84 Andhra Pradesh, RELIANCE JIO TthMile_Airtel, Demad,Karnataka, AIRTEL 07/2018 MOE_Missing_group
8122713937, DEFAULT, Tamil Nadu, TATADO COMO Spot Place Vf,151,Karnataka,VODAFONE m MOE_shiva
&6 Link Anulysis > 9760998756, Demo10,Uttar Pradesh (West), AIRTEL Spot Place Airtel, 151, Karnataka, AIRTEL 1111111 MOB_suspect_1
9670149425, Demo10,Delhi, AIRTEL 5Bl sarwar vf,151,Karnataka, VODAFONE 151 MOB_Suspect_KKKK
9696589068, Dema10,Haryana, AIRTEL SBI sarwar Airtel, 157, Karnataka,AIRTEL 212118 MOB_theft
9897337272, Demo10,Uttar Pradesh (West), AIRTEL Meermanvi airtel, 151, Karnataka, AIRTEL 222 MOB1
9910539967, Demo10,Delhi, AIRTEL Mallat Airtel, 157, Karnataka,AIRTEL 229
9958358197, Demo10,Delhi, AIRTEL Kowthal jio, 151 Karnataka RELIANCE JIO 30/2018
8800961932, Demo9, Delhi, AIRTEL Kowthal vf, 151 Karnataka, VODAFONE 81,2018
8859897969, Demod, Uttar Pradesh [West], VODAFONE Kowthal airtel, 151, Karnataka, AIRTEL 859

U fnDashBoardd i s a

cri me

cacoinann TSN s vAnACALE

belont 4T AcAmes 0

ut

nods and

ility whe
created

re

al

t he

S ubexpse ct e d

i mported

groups

(1 In this Dashboard, user can perfogoick analysis by selecting one CDR or Tower
dump from the list and choose a reportdoalysis.

U User can also export the reports to the system fronfitBia s hBoar d 0
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5.CDR(Call Data Records)

Import CDR

(1 From the left pane windowgelect CDR > Import option

s Mobile and Tower
CDR Analysis

1 Dashboard

Organize v

4 .7 Favorites Name Date modified

Aixed Calls

Filter Data

IMEI CDR Summary

mmon Nos.

Bl Desktop
& Downloads

=] Recent Places

4 | o Libraries
» [ Documents
b @) Music
I [&=] Pictures
> 4 Videos

¥ Homegroup

4 M Computer
> &L, Local Disk (C:)

aircel 2018/02/07 10:44 ...

. airtel ¢
. analysis
. bsnl
1% Computer
conference issue
@ Downloads
) idea
KA case
. reliance jio ¢
. reliance
. Shiva_workspace
SSD_Manager

2018/02/07 11:09 ...
2018/02/02 3:22 PM
2018/02/06 2:58 PM
2018/02/03 10:58 ...
2018/02/05 3:09 PM
2018/02/08 6:18 PM
2018/02/07 11:14 ...
2018/02/06 6:43 PM
2018/02/07 11:48 ...
2018/02/07 11:18 ...
2018/02/0912:47 ...
2018/02/02 9:37 AM

< |

File name: v [XLTXTHTML (adsimodsigncsv? ~

[ Open ] [ Cancel ]

U Select araw CDR from theystem
0 Thenclickomiopeno
U Further it will generate like in the belgpicture
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C:\Users\ICUBE-DESK 3\Desktop
\I9_CDRS_NETWORK_WISE\idea

General Reports

U From the selected CDR file, software automatically set the Circle, Operator and
Mobile Numberi n t he appropriate finmrdnlbser cEnt er th

U After that click on fisaved button then th
and AGener al regnabfed. s 6 button wil!| be
U At the bottom total number of records imported displayed.
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Total CDRs: 3

Status of Imported Files

$/No | COR.NO| Circle FILE NAME
Haryana mn_LEA_mmmn_ma[

.

Andhra Pradesh IDEA_AP.xIs
Tamil Nadu THN_IDEA.xIsX =2

1 L3

C:\Users\ICUBE-DESK 3\Desktop
\I9_CDRS_NETWORK_WISE\idea

General Reports

0 If in case user wants to import multiple CDRs, the same way browse multiple raws

from thesystem.
U Then software will display as shown in the above figure at the top right showing
CDR numbers, circle, operator and file name.
0 Thenuser should click on Asaveo button then

successfully.
U At the bottom total number of records imported displayed.

Page 12



i9_User_Manual

[VERSION 5.0] [14 Feb -2018]

Tower AddressMapping
Mapping
(1 FromtheLeft PanéVindow,SelectCDR> TowerAddressMapping

. Mobile and Tower = o padl m
I CDR Analysis | Import Delete SuspectGroup SocialSites SDR&Networkinfo  Update Software  Settings  Themes -
CDR Description
1 Dashboard Crime No. mumbai_girl v Grde AndhraPradesh ~ Operator RELIANCE JIO v | CDR NoJ/IMEL 62817 -
[ Mapping ] [Movements I [ Day First & Last Call H OFF/Un-Used Period HConfereMeIHold Galls H ISD Galls “()ther State Contacts I -
[_save |
e s ot l T ” kil - « | Getlatest Towerld. Info.Online | [ | SDR
i?cT:;:;Address = CN[:;‘ = g: Date [, Time ] Duration [J] T‘;‘;L [v] FirstCellID ] Address (First Cell ID) = l"‘ﬁfﬂﬂ Address (Last Cell ID) @"
A RS [ 6281775.. 8897834.. 01/01/2018  08:2809 34 CALL_OUT 4058540414614  2:41/1to 6, adjacent to Petrol Burk, C... 40585404.. 2-41/1to 6, adjacentto Petrol Bunk, C...
[F] 6281775.. 9603816.. 01/01/2018  10:3021 103 CALL_OUT 405854041A624  2-41/1to 6, adjacent to Petrol Bunk, C... 40585402... R Raghavendar, H.No. -18-78/4/401, ..
2.4 Google Map [[] 6281775.. JK602121 01/01/2018 123444 0 SMS_IN  405854041A611  2-41/1 To 6, Adjacent To Petrol Bunk....
[F] 6281775.. JK602121 01/01/2018 123516 0 SMS_IN  4D5854041A611  2-41/1 To 6, Adjacert To Petrol Bunk....
Calls [F] 6281775.. JK602121 01/01/2018 1459316 0 SMS_IN  405854041A611  2-41/1 To 6. Adjacent To Petrol Burik....
R ] 6281775.. JK602121 01/01/2018 154643 0 SMS_IN  405854041A614  2-41/1to 6, adjacent to Petrol Bunk, C...
| 6281775.. 7661060.. 01/01/2018 21:45:19 16 CALLIN 4058540265323  R.Raghavendar, H.No. -18-78/4/401, ... 40585402...
2.7 New Number [F] 6281775.. 7661060.. 01/01/2018  21:4627 457 CALL_OUT 4058540265323  R.Raghavendar, H.No. -18-78/4/401, ... 40585402...
DA ComORNaeE [7] 6281775.. 7661060.. 01/01/2018 223334 99 CALL_OUT 4058540265323  R.Raghavendar, H.No. -18-78/4/401, ... 40585402...
] 6281775.. 7661060.. 02/01/2018 065240 46 CALL_OUT 405854041A611  241/1 To 6, Adacent To Petrol Bunk,... 40585404... 2-41/1to 6, adjacent to Petrol Burk, C...
suzdziaE [C] 6281775.. 8897834.. 02/01/2018  06:5923 37 CALL_OUT 405854041A614  2-41/1to 6, adjacent to Petrol Bunk, C... 40585404... 2-41/1to 6, adjacent to Petrol Bunk, C...
| 6281775.. JM602121 02/01/2018 122223 0 SMS_IN  405854041A611  2-41/1 To 6, Adiacent To Petrol Burk....
] 6281775.. JM602121 02/01/2018 122224 0 SMS_IN  405854041A611  2-41/1 To 6. Adjacent To Petrol Burik....
e ] 6281775.. 7661060.. 02/01/2018 21:2501 284 CALL_OUT 4058540265330 R Raghavendar, H.No. -18-78/4/401, ... 40585402...
[F] 6281775.. 7661060.. 03/01/2018 07:4604 275 CALL_IN 4058540265330 R Raghavendar, H.No.-18-78/4/401, ... 40585402...
2.11 View By Lat/Lng | 6281775.. 7661060.. 03/01/2018 131813 24 CALL_OUT 405854041A614  2-41/1to 6, adjacent to Petrol Bunk, C... 40585402... Srinivas, Sy.No:189, Plot No:9, H.No:1...
] 6281775.. 7661060.. 03/01/2018  21:1259 248 CALL_IN 4058540265330  R.Raghavendar, H.No. -18-78/4/401, ... 40585402...
3IPDR > | 6281775.. 7661060.. 04/01/2018 055921 35 CALL_OUT 4058540265323 R Raghavendar, H.No. -18-78/4/401, ... 4D585402.. -
n »

Select Crime no, Circle, Operator and CDR no/IMEI

Then cIMappikgoobufit on so the data i fgurdi spl ayed

In this all the tower addresses of the CDR number are displayed with the dateeand

Click on fnGetl rifad esnl iTmevert d dget all the | a

CDR number

In this report Tower address of the first dBlland last cellD is displayed with date

and time of CDRhumber.

g1 f you want to add any of Add®suspacmber t o sus
groupo

0 To compare the number s Wonparevathissuigpecct ed gr oup
groupo

0 Checkalt he r ecor dseEXRQR@O Ctl d cska werepdi.e mappi ng

SO

|
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Movements

0 ClicMovenmentd t o view the CDR Towean®ardds i n a day

address.
- Mobile and Tower = bay m
I CDR Analysis Import Suspect Group  Social Sites  SDR & NetworkInfo  Update Software  Settings  Themes o '
CDR Description
1 Dashboard Crime No. mumbai_girl v Circdle Andhra Pradesh ~ Operator RELIANCE JIO v CDR No/IMEI 628177 -
[ Mapping ] [Movements ] [ Day First & Last Call HOFF/Un»Used Period HConference/HoldCalls ”[SDCalls ”mherState Contacts]

2.1 Import TR l R e ” Compare with ]me v I Get Latest Tower Id. Info. Online Igsm
’if;:::g”\ddress I (;?(;1 B 3:':& Date B Time Duration TC;::L B First Cell ID B Address (First Cell ID) @ las]t[;: e{g]: Address (Last Cell ID) B{
ST 7] 6281775.. 8897834.. 01/01/2018 082809 34 CALL_OUT 405854041A614  2-41/1to 6, adiacent to Petrol Bunk, C... 40585404... 2-41/1to 6, adjacent to Petrol Bunk C...

[7] 6281775.. 9603816.. 01/01/2018  10:3021 103 CALL_OUT 405854041A624  2-41/1to 6, adjacent to Petrol Bunk, C... 40585402... R.Raghavendar, H.No.-18-78/4/401, ...
le Map [T] 6281775.. JK602121 01/01/2018  12:34:44 0 SMS_IN  405854041A611  2-41/1 To 6, Adjacent To Petrol Bunk. .
[T] 6281775.. JK602121 01/01/2018 154643 0 SMS_IN  405854041A614  2-41/1to 6, adjacent to Petrol Bunk, C...
2oMReCalis [7] 6281775.. 7661060.. 01/01/2018  21:4519 16 CALLIN 4058540265323  R.Raghavendar, H.No. -18-78/4/401, ... 40585402...
e [7] 6281775.. 7661060.. 02/01/2018 065240 46 CALL_OUT 405854041A611  2-41/1 To 6, Adjacent To Petrol Bunk.... 40585404.. 2-41/1to 6, adjacert to Petrol Bunk, C...
[7] 6281775.. 8897834.. 02/01/2018 065923 37 CALL_OUT 405854041A614  2-41/1to 6, adjacent to Petrol Bunk, C... 40585404.. 2-41/1to 6, adjacert to Petrol Bunk, C...
2.7 New N [[] 6281775.. JM602121 02/01/2018 122223 0 SMS_IN  405854041A611  2-41/1 To 6, Adjacent To Petrol Bunk....
e [F] 6281775.. 7661060.. 02/01/2018  21:25:01 284 CALL_OUT 4058540265330  R.Raghavendar, H.No. -18-78/4/401, ... 40585402...
[F] 6281775.. 7661060.. 03/01/2018  13:1813 24 CALL_OUT 405854041A614  2-41/1to 6, adjacent to Petrol Bunk, C... 40585402... Stnivas, Sy.No:189, Plot No:9, H.No:1...
CDR & Tower Dump [F] 6281775.. 7661060.. 03/01/2018 21:1259 248 CALL_IN 4058540265330  R.Raghavendar, H.No.-18-78/4/401, ... 40585402...
6281775.. 7661060.. 04/01/2018 055921 35 CALL_OUT 4058540265323 R Raghavendar, H.No. -18-78/4/401, ... 40585402..
“ompare with [7] 6281775.. 7661060.. 04/01/2018 102535 170 CALL_OUT 4058540414624  2-41/1to 6, adjacent to Petrol Bunk, C... 40585404...
= ld:giw e [7] 6281775.. 8247445.. 04/01/2018 102933 166 CALL_OUT 405854041A611  2-41/1 To 6, Adjacent To Petrol Bunk.... 40585404.. 2-41/1to 6, adjacert to Petrol Bunk, C...
[[] 6281775.. 50000  04/01/2018 13:3617 0 SMS_IN  405854041A631  2-41/1to 6, adjacent to Petrol Bunk, C...
2.11 View By Lat/Lng [7] 6281775.. 7661060.. 04/01/2018  13:3812 60 CALL_OUT 4058540265330 R .Raghavendar. H.No. -18-78/4/401, ... 40585402...
[F] 6281775.. 7661060.. 04/01/2018  13:39:45 64 CALL_OUT 4058540414631  2-41/1to 6, adjacent to Petrol Bunk, C... 40585402... R Raghavendar, H.No.-18-78/4/401, ...
3IPDR > [C]_6281775... JM602121 04/01/2018 180729 O SMS_IN  405854041A624  2-41/1to 6, adjacent to Petrol Bunk, C... -

1 In this option CDR persons movement from tower ID and address according to date
and time idisplayed.

0 To save this report Chexp@&rtoaltbh sheereber Daya
Last Callreport.
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Day First and Last Call

0 Cl i c Pbaydirst&iastCallo button to see the First and
the CDR.

. Mobile and Tower = bad m
I CDR Analysis -
CDR Description
1 Dashboard || Crime No. mumbai_girl v Girde Andhra Pradesh v Operator RELIANCE JIO ~ CDR NoJ/IMEL 628177 =
[ Mapping ] [Movements ‘ [ Day First & Last Call ] [ OFF/Un-Used Period HConferencelHoldCalls ] [ ISD Calls H()therStateContads ] -
[_save ]
2.1 Import SISK: l gl o ered H Sl lﬁ,mm « | Getlatest Towerld. Info.Online | | SDR
2.2Tower Address | CDR __| Othe [ | 5 | can . Last Cell_| ~
Mappirg [ NO ]z‘ VParth Date E,] Time E Duration E} Type E'] First Cell ID E‘ Mdress(FirstCelll?) ] E‘ by Address (Last Cell ID) ‘
o [7] 6281775.. 8897834.. 01/01/2018 082809 34 CALL_OUT 405854041A614  2-41/1to 6, adjacentto Petrol Burk, C... 40585404... 2-41/1to 6, adjacent to Petrol Burk, C... |2
[7] 6281775.. 7661060.. 01/01/2018 223334 99 CALL_OUT 4058540265323 R Raghavendar, H.No. -18-78/4/401, ... 40585402.. \ |
[T] 6281775.. 7661060.. 02/01/2018  0652:40 46 CALL_OUT 405854041A611  2-41/1 To 6, Adjacent To Petrol Bunk.... 40585404.. 2-41/1to 6, adjacent to Petrol Bunk, C...
[[] 6281775.. 7661060.. 02/01/2018  21:25:01 284 CALL_OUT 4058540265330 R Raghavendar, H.No. -18-78/4/401, ... 40585402...
[T] 6281775.. 7661060.. 03/01/2018 074604 275 CALLIN 4058540265330 R Raghavendar, H.No.-18-78/4/401, ... 40585402..
[C] 6281775.. 7661060.. 03/01/2018  21:1259 248 CALLIN 4058540265330 R Raghavendar, H.No.-18-78/4/401, ... 40585402..
[C] 6281775.. 7661060.. 04/01/2018 055921 35 CALL_OUT 4058540265323 R Raghavendar, H.No. -18-78/4/401, ... 40585402..
[F] 6281775.. 7661060.. 04/01/2018 21:10:3¢ 345 CALL_OUT 4058540265323 R Raghavendar, H.No. -18-78/4/401, ... 40585402...
[T] 6281775.. 8897834.. 05/01/2018 083540 10 CALLIN 4058540265323 R Raghavendar, H.No.-18-78/4/401, ... 40585402..
[C] 6281775.. 9885213.. 05/01/2018 220020 102 CALL_OUT 405854023BC11  Sanivas, Sy.No:189, Plot No:9, H.No:1... 40585402... Srinivas, Sy.No:189, Plot No:9, H.No:1...
[7] 6281775.. 8897834.. 06/01/2018 081335 14 CALL_OUT 4058540265332 R Raghavendar, H.No. -18-78/4/401, ... 40585401.. H.NO.3-132, LALITHANAGAR COLO...
[7] 6281775.. 7661060.. 06/01/2018 210954 333 CALL_OUT 4058540265310 R Raghavendar, H.No. -18-78/4/401, ... 40585402... R .Raghavendar, H.No.-18-78/4/401, ...
[7] 6281775.. 8897834.. 07/01/2018 062055 32 CALL_OUT 4058540265325 R Raghavendar, H.No. -18-78/4/401, ... 40585402...
[F] 6281775.. 7661060.. 07/01/2018 21:33.02 536 CALL_OUT 4058540265323 R Raghavendar, H.No.-18-78/4/4D1, ... 40585402..
[C] 6281775.. 7661060.. 08/01/2018  08:00:37 49 CALL_OUT 40585401A0910  H.NO.9-132, LALITHANAGAR COLO... 40585401.. H.NO.3-132, LALITHANAGAR COLO...
1 View By Lat/Lng [F] 6281775.. 8096898.. 08/01/2018  23:55:46 111 CALL_OUT 4058540265330  R.Raghavendar, H.No. -18-78/4/401, ... 40585402...
[7] 6281775.. 8096898.. 09/01/2018  0020:30 1801 CALLIN 4058540265323 R Raghavendar, H.No. -18-78/4/401, ... 40585402..
3IPDR > [7] 6281775.. 8096898.. 09/01/2018 235828 2051 CALLIN 4058540265323 R Raghavendar, H.No.-18-78/4/401, ... 40585402.. -

0 To save this report Chexp&rtoaltbh sheereber daya
Last Callreport.
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OFF/Un-Used Period

iU Cl i c OFFUn-Uded Period Butt on t he nopenavpeeertha switched ofiddtailsv
of CDR data is displayed.

Mapping

d OFF Period Details

SAVE

Online | || SDR

bs (Last Cell ID) E’

CDi OFF/Un-Used IMEI Before IMSI Before ON/Used
No/mMv| DateTime [v] — off  [+] off  [v] DateTime
628177... 25/02/201821:23:36  911599902046704 405854066895491 21/05/2018 15:04:02  911599902046704 405854066895491 85

E’ IMEI After ON [~ IMSI After ON ’g‘ Total Days E bacent to Petrol Burk. C...

djacent to Petrol Bunk, C...

0:189, Plot No:9, H.No:1...
R. Tower Du LALITHANAGAR COLO...

1 Nos.
jar. H.No. -18-78/4/401, ...
npare with = rTrro= = oo g o 4
I‘;’Z:::pi\er-»lc.s/lMEl/ [[] 6281775.. 7661060.. 07/01/2018  21:33:02 536 CALL_OUT 4058540265323  R.Raghavendar, H.No.-18-78/4/401, ... 40585402...
[F] 6281775.. 7661060.. 08/01/2018  08:00:37 49 CALL_OUT 40585401A0910  H.NO.8-132, LALITHANAGAR COLO... 40585401... H.NO.9-132, LALITHANAGAR COLO...
w By Lat/Lng [] 6281775.. 8096898.. 08/01/2018  23:5546 111 CALL_OUT 4058540265330  R.Raghavendar, H.No.-18-78/4/401, ... 40585402...
[F1 6281775... |8096898... 09/01/2018  00:20:30 1801 CALL IN 4058540265323  R.Rachavendar. H.No.-18-78/4/401. ... 40585402...

1 In this report details of the switched off period of the CDR number more than 24 hours
will be displayed with datdime andIMEI.
0 To save thi sexpodg® otra sCd v ec-ktshped MA@PDHA. /0D
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[VERSION 5.0] [14 Feb -2018]

ConferenceCalls

U CIl i c Konfenencdicall® Button

In this report all the conference calls of the CDR numbediamayed

Conference al | s are displayed in thAiBkadkbferent
Where each color is one conferemced

To save this report
callsreport.

< O

Chexp@rtoat b sheereber €ena
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